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Abstract

With the advent of Agile, DevOps and CI/CD, software systems are becoming more
complex and developing faster, making traditional reactive security methods less
effective. Many people are familiar with the paradigm of Shift-Left Security, a strategy
that seeks to incorporate security activities into the initial stages of the Software
Development Lifecycle (SDLC) as opposed to a last check step. A systematic
evaluation of 28 peer-reviewed papers from Scopus, IEEE Xplore, ACM Digital
Library and other well-known academic databases, this research pulls together some
of the existing strategies, barriers, supporting tools, and benefits that have been
reported in the field for implementing Shift-Left Security and DevSecOps. Selected
studies were grouped into five themes: (1) DevSecOps Adoption and AI Integration,
(2) Shift-Left Security Practices, (3) Organizational and Cultural Challenges, (4)
Security Requirements Engineering, and (5) Security Automation Tools (SAST, DAST,
IAST, SCA). The results show that early security integration helps minimize
remediation costs, enhance software quality, and boost cyber resilience, and
automated security testing in CI/CD pipelines allows for ongoing validation without
negatively impacting delivery speed. However, persistent challenges remain,
including cultural resistance among development teams, the prevalence of false
positives from automated tools, limited security expertise among developers, and the
absence of standardized implementation frameworks. The review concludes that
successful  Shift-Left Security adoption requires a synergistic combination of
automated tooling, continuous developer training, executive leadership support, and a
fundamental cultural transformation toward shared security responsibility. Future
research should focus on Al-driven security automation, standardization of Shift-Left
frameworks, and empirical studies measuring the long-term return on investment of
DevSecOps practices.
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1. Introduction

The rapid evolution of information technology is driving organizations and companies to develop
custom software to support their operational activities. This process requires a structured methodology
to ensure the production of high-quality software that meets user needs within the specified budget and
timeframe. This is known as the Software Development Lifecycle (SDLC). The traditional SDLC consists
of six essential, sequential, and integrated phases (Fiska & Pratama, 2026):
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Requirements Analysis: which serves as the cornerstone of the project, Analysts collaborate with
stakeholders to accurately identify and document system requirements in a Software Requirements
Specification (SRS) (Quah et al., 2025).

Design: This entails creating the databases, user interfaces, and system architecture to serve as a
blueprint prior to implementation and code development. (Davila-Campos et al., 2025).
Implementation/Coding: developers transform the approved software design into executable
source code using suitable programming languages and development tools (Hossain, 2023).

Testing: This phase aims to run the system and identify viruses and vulnerabilities, to ensure the
integrity of its results, and to evaluate security and performance to ensure compliance with quality
standards (Mohapatra, 2025).

Deployment: This includes software deployment and installation to prepare for use in the target work
environment (Olorunshola & Ogwueleka, 2021).

Maintenance: It is a continuous process of resolving bugs found after deployment, enhancing
performance and upgrading the system to catch up with the rapid advancements and changing
requirements (Anthony et al., 2020).

Strong security has become more challenging in today's software development landscape, which
operates in an agile and fast-paced environment where speed and agility are paramount. The quick
release cycles of today's software development processes are too much for the old security approach,
which is frequently defined by isolated teams and reactive procedures. DevSecOps, a revolutionary
methodology that smoothly incorporates security into each phase of the software development lifecycle,
was born out of this gap (Rajapakse et al., 2021). It is an emerging approach that integrates extensive
security into the DevOps software development paradigm (Manchana, 2024). DevSecOps considers
security as one of the most important parts of the DevOps process. This results in quicker releases, more
consistent implementation and security. It is based on principles of people-centric software
development that allow for productive cooperation between software development and operations and
security teams to achieve a shared objective (Rajapakse et al., 2022a). The DevSecOps philosophy
revolves around the idea of "Shifting Left." It promotes including security procedures as early in the
development process as feasible, ideally from the planning and design phases. By identifying and
addressing security issues before they get ingrained in the codebase, this proactive method seeks to
make remediation simpler and less expensive (Nicho et al., 2025).

1.1 Problem Statement

With the advent of Agile, DevOps and Continuous Integration/Continuous Delivery (CI/CD), software
security is an emerging problem as software systems have been getting more complex and software
development has been quickening. Although software development has become more secure, there is
still a tendency to adopt the ‘reactive' attitude to software security by discovering vulnerabilities during
testing or after deployment. These can result in increased remediation costs, delays and higher
exposure to security threats.
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To overcome these limitations, the concept of Shifting Security Left has also appeared, a proactive
approach to embedding security activities into the early stages of the Software Development Lifecycle
(SDLC). If vulnerabilities are discovered, automated testing, secure coding and continuous security
validation can be a part of the development process to help minimize them from creating major
problems.

However, shift-left security has not been a bed of roses, even as it grows in popularity. However,
challenges such as integrating security into CI/CD pipelines, balancing speed and security, lack of
security knowledge among developers, and the need for change in the security cultures and absence of
common CI/CD security implementation frameworks persist in limiting its effectiveness. Moreover, the
literature on the topic generally presents a variety of strategies, tools and good practices, with limited
ability to provide a synthesis for systematic comparison of the effectiveness of the good practices,
research gaps and implementation issues. This study aims at systematically reviewing the available
literature on shift-left security in software development, analyzing strategies and challenges in
implementing them, and the tools that support them and the reported benefits. Results will provide
researchers and practitioners with a panoramic view of the state of the art, and allow them to define
future research directions and how the practice of secure software development can be improved.

2. Literature Review

2.1 Evolution of Software Security Practices

The traditional software security methods are called Reactive Security or Late-Stage Security Testing
Model, which can be summed up as a separate project to be applied towards the end of the Software
Development Life Cycle (SDLC). Security assessments are usually performed at the end of the
development process and just prior to deployment. This model was accepted generally, but has been
heavily attacked because of structural and operational deformities (Macarthy & Bass, 2020).

One of the drawbacks is the security constraint, which means that penetration testing and vulnerability
assessments are carried out after the entire system has been built. As a result, it can take some time for
vulnerabilities to be discovered and for a significant amount of code to be modified, resulting in a bit of
a tug of war between security and development teams to meet both deadlines and security needs

(Teixeira et al., 2020). Moreover, remediation costs increase significantly when vulnerabilities are
detected late. Fixing vulnerabilities at this point could involve architectural redesign, changing
database definitions, massive regression testing, and validation of interdependent systems
components, which will likely be significantly more costly than discovering vulnerabilities in previous
stages of development (Rafi et al., 2020).

The adoption and application of traditional security methods further exacerbates the developer vs
security dichotomy. Developers tend to be taught about functional requirements but not necessarily
secure coding.When security is passed to specialised groups, developers may not learn secure coding
skills. This separation undermines a culture of security and frequently means the security results are
seen as criticism instead of a chance to enhance software quality and resilience (Makani, 2022).
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Furthermore, the reactive security models aren't effective in an agile and DevOps-oriented software
industry that requires continuous integration and continuous deployment to improve quick and
frequent software releases. Because of these development cycles (Villamizar et al., 2018), traditional
security processes, based on lengthy manual security reviews, are becoming much less practical.
Moreover, traditional approaches provide only a limited insight into the software supply chain risks,
since they capture only the internal software development risks and do not consider vulnerabilities
associated with third-party libraries and open software sources. Organizations are also likely to opt for
quick fixes rather than redesigning architecture, which provides the setting for later attacks (Nagele et
al., 2022). The restrictions have resulted in the shift towards Shift-Left Security, an approach that
embeds security in the SDLC process, rather than focusing it at the end of the development process
(Malik, 2025).

Shift-Left Security is based on a number of fundamental ideas. The first one is proactive prevention,
where one defines the security needs and eliminates vulnerabilities at the planning and design phase
before they're implemented (Kaithe, 2025). The second principle is shared responsibility, which means
that security is a shared responsibility among development, operations and security teams, following
the DevSecOps concept. The method encourages software developers to be more secure regarding their
coding methods and also to contribute to the software security (Malik & Prashasti, 2025).

Another key principle is continuous automation, achieved by integrating automated security tools such
as Static Application Security Testing (SAST) and Software Composition Analysis (SCA) into
Continuous Integration and Continuous Deployment (CI/CD) pipelines. These tools enable continuous
assessment of source code and software dependencies without reducing development efficiency
(Kaithe, 2025). Complementing this is continuous feedback which will alert developers to
vulnerabilities, coding mistakes and compliance issues as they are being developed. This ongoing
feedback increases security awareness, improves secure coding habits and diminishes the traditional
knowledge gap between developers and security experts.

All of these principles work together to make security a part of the engineering process in software
development, rather than a late-stage verification step, and to minimize remediation expenses—both
operational and financial—by making software development more resilient. In the end, proactively,
with shared responsibility, by automating, and with constant feedback, Shift-Left Security enables
organizations to provide secure, reliable, and cyber-resilient software systems faster (Asprion et al.,
2023).

2.2 Classification of Previous Studies

A careful analysis of the selected literature has been classified under five broad theme
groups, which have emerged from the previous studies. The classification is useful to
consider the methods, challenges, resources, and processes of implementing Shift-Left
Security, and makes for a structured overview of the state of the art.

2.2.1 DevSecOps Adoption and Al Integration
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integration of security into DevSecOps workflows and the
potential of AI in enhancing security automation, vulnerability assessment, monitoring, and
decision-making.

This involves studying the

Table (1) Summary of Studies on DevSecOps Adoption and AI Integration

Study gle);::tlifrl; Methodology Key Findings
Found four key practices: non-
Rahman, | To identify security || Analysis of 34 online automated security activities,
. . teamwork, security training, and
AL & practices used to ||artifacts and a survey of . .
iy ; . security automation. The study found
Williams,|| integrate security 9 DevOps hat A . d X
L. (2016) into DevOps organizations that Automation and teamwork are
' ' essential to successful DevSecOps
adoption.
Desai & To 1.dent1fy best Literature review a.nd Early integration of security through
. practices for secure || multiple case studies . : .
Nisha DevODs ‘nvolvine three Shift-Left practices reduces downtime
(2021) . s & . and improves operational efficiency.
implementation. | technology companies.
. . . . Identified 39 DevSecOps practices,
Prates & To identify . Mul-tlvocal Literature with SAST, DAST, static code
. DevSecOps practices|| Review (MLR) of 103 . :
Pereira . analysis, and continuous
and tools reported academic and 4 . .
(2025) . . . . ) collaboration being the most widely
in the literature. industrial studies.
adopted.
Binbeshr| e ffg(iizsesszzstgg Al Systematic Literature ||Al enhances automation and anomaly
& Imam technidques in Review of 18 studies detection; however, scalability and
(2025) Dengc Obs with comparative computational resource requirements
5 environmeIr)1 ts technical analysis. remain key challenges.
anZlO ;gi?ltelfgeiﬁi ty Systematic Literature The review revealed a total of 13
Pimentel teci,lnolo ‘os and Review (SLR). categories of DevSecOps tools, with
’ Bles | Reviewed 87 studies the most common supporting
Fonseca tools used in . . P
& ’ DevSecOns and published up to the technology being Artificial
Carmona rovig)e a first half of 2024, with || Intelligence (AI). The majority of
Cortes corg rehensive 42 studies selected for | studies pointed to the same set of
P detailed analysis based || tools, with each study revealing a
(2025) || knowledge base for ;
researchers and on three research well-established and stable
practitioners questions DevSecOps toolset as well as the
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Research o 1

Study Objective Methodology Key Findings

potential for additional research on
emerging technologies.
To review Al Identified AI applications across 12
Fu et al. techniques that ||Systematic review of 99 DevSecOps security tasks and
(2025) || support DevSecOps research papers. highlighted future opportunities for
security automation. intelligent security automation.

2.2.2 Shift-Left Security
This classification involves research on the merits of embedding security aspects at the initial stages of
software development, particularly for proactive risk mitigation, early identification of vulnerabilities
and periodic security validation.

Table (2) Summary of Studies on Shift-Left Security

Research < 1
Study Objective Methodology Key Findings
The study revealed 7 major pain
points in security unit and
To identify the Mixed-method integration testing, primarily
barriers developers empirical study connected to authentication,
Gonzalez, . :
face when analyzing 525 Stack security components, test
Peralta | . . . . . . i
implementing Shift- | Overflow and Security configuration and security
Perez, & . . .
. . ||Left Security through|| Stack Exchange posts || services. It makes the following
Mirakhorli d X . iehl dati
(2021) au.tomat'e secur}ty using Lgtent Dirichlet recommen atlops to overcome
unit and integration || Allocation (LDA) and this challenge: improve tools,
testing. qualitative analysis. ||guidance, and automated support
to ensure successful adoption of
Shift-Left Security.
To identify the Basefi on the review, Shlﬂ—Left
. .o Security and continuous security
Rajapakse challenges and Systematic Literature . e
: . . assessment were identified as the
et al. solutions associated || Review of 54 peer- .
. . . . best practices to enhance software
(2021) with adopting reviewed studies. . .
> security. The automation of tools
DevSecOps practices, .
and the cooperation of developers
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Study gle);:stl;(‘:rl; Methodology Key Findings
including Shift-Left were mentioned as key success
Security. factors.
The study emphasized that
To investigate Empirical qualitative || integrating security testing early
Rajapakse collaborative study based on 48 in development improves
et al. application security || practitioner webinars collaboration between
(2022b) ||testing in DevSecOps and technical development, security, and
environments. discussions. operations teams while enabling
earlier vulnerability detection.
integration of threat | MultForganization | G e dentty
Seknametla & deling int empirical study hitect gl o risk i
& Sunkara Devrggcg lglg n ? conducted across ten arcl} ec utr}? Sselglilé Y rzis S dmuc q
(2024) ©CLPS PIpelines organizations over 17 cariier m the and recuce
using Shift-Left th design-level vulnerabilities
approaches. MOnths. discovered after deployment.
The study concluded that early
To examine the security integration improves
Kaithe evolution of Shjft— Literature r‘eview developrr.le.',nt efficiepcy, reduces
(2025) Left Security in supported by 1-ndustry vulnerability remedlat}on effort,
modern software case studies. enhances collaboration, and
development. strengthens security throughout
the SDLC.

2.2.3 Organizational Challenges

This category deals with the organizational, cultural and governance issues surrounding the
adoption of security principles in enterprise software development projects, specifically in large-scale
agile organizations.

Table (3) Summary of Studies on Organizational Challenges

| Study | Research Objective ~ Methodology | Key Findings
Myrbakken To provide a e . DevSecOps makes security a
. examining its benefits .
& Colomo- comprehensive and challonges. and core part of the DevOps lifecycle
Palacios |overview of DevSecOps explorin it§ ex;olution by bringing the development,
(2017) by defining the concept, P & " | operations, and security teams
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Study | Research Objective| Methodology | Key Findings
identifying its Multivocal Literature | together. The study revealed
characteristics, Review (MLR) based that DevSecOps bolstered
examining its benefits | on academic and grey | software quality, security, and
and challenges, and | literature (e.g., blogs, |automation, and mitigated risks
exploring its evolution. | white papers, and and costs. But there are
industry reports). A | organizational challenges like
total of 52 relevant | cultural change, they have fewer
sources published after| security tools, and they need
2014 were analyzed. new skills and practices.
To develop a game- A design and
based cybersecurity development study | The proposed platform allows
training platform that proposing a organizations to leverage
identifies attack vectors|  simulation-game process mining to detect
caused by platform. It tracks the | potential security threats before
Macak et . . o ) D
unintentional insiders | employees' behavior in they happen, conduct
al. (2020) . . . . . .
and enhances cybersecurity scenarios|| interactive security training,
employees’ security and uses process and understand how security
awareness through | mining to analyzes the | issues stem from employees'
simulated workplace | event logs and uncover unintentional actions.
scenarios possible attack vectors.
. To identify People—re}ated issues, lack of
Rajapakse . A collaboration, security culture,
organizational and Systematic Literature . .
et al. . . . : and automation readiness were
technical challenges in | Review (54 studies). . . .
(2021) . identified as major
adopting DevSecOps. . X
organizational barriers.
. Organizations commonly
Semi-structured .
To understand how . . 1 s employ shared security roles
Y . interviews with nine .
. security is managed in . across teams. However, security
Nigele et L Scale Aeil security and software p .
al. (2023) arge-Scale Agile development experts governance often remains
Development (LSAD) £ . centralized, creating potential
: rom various . . ¢
environments. . . conflicts with agile team
industries.
autonomy.
Thool & To evall}ate th.e mpact Survey of 34 Participants reported that
of security activities on |practitioners supported . v
Brown .. . security activities do not
team productivity and by open coding . .
(2024) . negatively affect team velocity
development speed. analysis.
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| Study | Research Objective ~ Methodology | Key Findings
when appropriately planned
before sprint execution.
Cultural challenges, particularly
. . insufficient security awareness,
To identify challenges Systematic Literature were found to be the most
Schelehoff| encountered by agile .. X
; . Review involving 46 | prevalent obstacles, followed by
(2025) |teams when integrating . . :
X < studies. operational, technical, and
security practices. .
regulatory compliance
challenges.
Malik & Explore proactive Exploratory research | Security as culture; continuous
Prashasti security as and industry case awareness reduces production
(2025) organizational culture studies vulnerabilities

2.2.4 Security Requirements Engineering

This category is for frameworks, models, methodologies and requirements engineering approaches

that can be used to integrate security requirements into agile software development processes.

Table (4) Summary of Studies on Security Requirements Engineering

et al. (2018)

requirements in
agile software
development.

Study of 21 studies.

Research o 3.
Study Objective Methodology Key Findings
. Scrum emerged as the most
To characterize . .
frequently studied agile
research trends methodology. Research
Villamizar | concerning security | Systematic Mapping &

predominantly focuses on
requirements elicitation and
specification, while empirical

validation studies remain limited.

Sharma &

To integrate
traditional security

Literature review,
survey of 97

Identified 20 security activities

compatible with agile development

and proposed an algorithm for

et al. (2021)

in cybersecurity,

comparative analysis

Bawa activities into agile . . . . .
professionals, and dynamically integrating security
(2020) development . . . .
. statistical analysis. practices based on cost-benefit
lifecycles. . .
considerations.
To compare agile | Systematic literature | Proposed a framework for selecting
Tashtoush . . . . .

methodologies used review and suitable agile methodologies

according to project characteristics

10| Page




The Peerian Journal

Open Access | Peer Reviewed

Volume 58 September 2026 ISSN (E): 2788-0303
Website: www.peerianjournal.com Email: editor@peerianjournal.com

Research o 1
Study Objective Methodology Key Findings
IoT, and intelligent | of six agile models and identified Scrum as the most
transportation based on twelve widely adopted approach in
systems. evaluation criteria. cybersecurity projects.
Discovered 26 security practices
Practitioner including four security roles, twelve
To develop a . ) . .
Ardo et al. taxonomy of agile | terviews analyzed ceremonies and ten security
(2022) securit yractiges using Grounded artifacts. Results underscored the
yP ' Theory. use of automated security methods
over manual testing strategies.
To Sei;gggci?i ?}%ﬂe Proposed a framework combining
¥ramework Literature review | DSDM and FDD methodologies as
Handri et . X followed by Q an alternative to Scrum for security-
Integrating ps . . .
al. (2024) . Methodology sensitive environments requiring a
technological and ; e
Lo analysis. balance between agility and
organizational
dimensions. governance.

2.2.5 Security Automation Tools for Shift-Left Security

This category includes research projects that explore the adoption of automated security testing tools
in DevSecOps and Continuous Integration/Continuous Deployment (CI/CD) pipelines. These studies
analyze Static Application Security Testing (SAST), Dynamic Application Security Testing (DAST),
Interactive Application Security Testing (IAST), and Software Composition Analysis (SCA) to
understand how each of them can help in implementing Shift-Left Security and enhance the
effectiveness of vulnerability detection during the Software Development Life Cycle (SDLC).

Table (5) Summary of Studies on Security Automation Tools for Shift-Left Security

Research Testing Tools Security Automation
Study Obiective Methodology | (SAST, DAST, in CI/CD and
J IAST) DevSecOps Tools
To explore the|| Literature review| SAST: SonarQube, The study focused on
seamless and analysis of | Checkmarx, and sustained security
Singh integration of security Fortify for source | automation across CI/CD
(2020) security automation code analysis. processes, and
practices into | practices and | DAST: Burp Suite || underscored the need to
DevOps tools within and Acunetix for connect automated
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Research Testing Tools Security Automation
Study Obiective Methodology | (SAST, DAST, in CI/CD and
J IAST) DevSecOps Tools
pipelines DevSecOps  |[runtime application|| security testing tools with
through Shift-| environments. || scanning. IAST: It || development processes to
Left Security is used for ensure proactive detection
principles. monitoring the and remediation of
behaviour of the vulnerabilities.
application and to
detect suspicious
transactions
instantly while the
application is
running.
SAST:
Implemented at
i;}s,lfaeﬁtfr\lfg)is S:ecurity automation was
feedback in IDEs integrated across IDEs,
To investigate . tal > || source code management
how security Thematic merementar systems, build servers, and
testing tools | analysis of 31 scanning a(’; (éommlt testing environments.
can be industry tlrnle an d cep Additional technologies
integrated webinars bigill ?[’isrlr‘:’e ggégr included Software
Rajapakse | into DevOps |involving experts Con du;:te q ' Composition Analysis
et al. (2021)| workflows discussing tlv in th (SCA), Runtime
without security tool concurrently i the Application Self-
negatively integration in testing ¢ Protection (RASP), Web
affecting DevOps I Aesrfrv_ni)orr(l)mssr‘lag'as Application Firewalls
deployment | environments. ah b.ri d ap roach (WAF), and Security
speed. Y bini pps AST Information and Event
Corr;nﬁlgliST Management (SIEM)
capabilities to systems.
reduce false
positives.
Raza et al. To implement ' Case stqdy SAST: Snyk Code. Autpmated §ecurity
(2023) and evaluate |implementing an || DAST: StackHawk. | scanning was integrated
automated automated SCA: Snyk Open into the GitHub CI/CD
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Research Testing Tools Security Automation
Study Obiective Methodology | (SAST, DAST, in CI/CD and
J IAST) DevSecOps Tools
security security pipeline || Source. (The study || pipeline. Security checks
scanning using GitHub | does not implement|| were executed during
within a and IAST.) every build, vulnerabilities
DevSecOps containerized were detected
CI/CD applications, automatically, and
pipeline. followed by remediation was
performance accelerated through
evaluation. continuous scanning and
automated reporting.
SAST: SonarLint
To evaluate a for dev, :SonarQube Full integration with
. for build server . X
practical analysis, OWASP Jenkins provided
DevSecOps Case study of the| ZAP and OWASP automatic security scans
framework o in every build process. A
GRACE Wapiti
. focused on . : - further use of the
Feio et al. . microservices vulnerability .
continuous : e s framework was to provide
(2024) . project utilizing || scanners for Web .
security . e support for SCA with
: 2 15 different || Apps. IAST: Highly
testing within . . Dependency-Check to
security tools. effective for R
a real-world . detect vulnerabilities in
automation, but not . . .
software third party libraries and
. yet mature and !
project. dependencies.
open-source
solutions.
To 1dent-1fy Proposed a Challenge—
the main Practice—Tool-Metric
dimensions, Multivocal SAST, DAST, SCA, . 11
Zhao et al. . . ! model and highlighted
practices, Literature Continuous . .
(2024) . . automation of security
tools, and Review. Monitoring. )
. testing as a core
metrics of DevSecOps practice
DevSecOps. PSP :

2.3 Comparing the traditional approach to security with the modern approach (Shift-Left

Security).
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Traditional security view security as a final phase of SDLC, which is based on penetration testing and
manual testing at the end of SDLC (Rafi et al., 2020). This reactive approach will only detect
vulnerabilities when the architectural decisions are completed, which is very expensive and disruptive
(Rajapakse et al., 2022; Nicho et al., 2025).

Shift-Left Security, on the other hand, integrates security requirements, threat modelling, secure
coding, and automated testing into early development stages.Shift-Left Security, however, incorporates
security requirements, threat modelling, secure coding and automated testing at the earliest stages of
development (Manchana, 2024). It brings a new model of shared responsibility, where developers,
operations and security experts work side by side and continuously (Teixeira et al., 2020; Nagele et al.,
2022). The shift-left approach, in addition, enables automated security evaluation without slowing
down releases, while maintaining the Agile and DevOps pace, unlike traditional approaches that are at
odds with this rapid deployment time (Rajapakse et al., 2022). In conclusion, this forward-looking
approach can help lower remediation expenses, boost software quality, and reinforce cyber resilience
(Kaithe, 2025). The table below contrasts Traditional Security with Shift-Left Security.

Table (6) Comparison Between Traditional Security and Shift-Left Security

Aspect Traditional Security Shift-Left Security
Security Timing Late stages of SDLC Early and contsllrsli(():us throughout
Security Approach Reactive Proactive
Vulnerability Detection After develo.pment During development
completion
Remediation Cost High Lower

Team Responsibility Security team only Shared responsibility (DevSecOps)
Testing Method Manual and periodic Automated and continuous
Compatibility with . .
Agile/DevOps Limited High
Feedback Cycle Delayed Immediate and continuous
Development Impact Creates bottlenecks Supports continuous delivery
Security Culture Isolated security function | Organization-wide security culture
3. Methodology

3.1 Database Selection and Search Strategy

This study used a structured literature review method to identify, synthesize, analyze and review
literature on Shift-Left Security and DevSecOps practices. Based on the great number of popular
publications that are spread across different regions of the world, the research was conducted
comprehensively in few reputable digital libraries and academic databases, which would span the entire
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academic world from all over the world. The selected databases included: Scopus, IEEE Xplore, ACM
Digital Library, SpringerLink, ScienceDirect, Wiley Online Library and Google Scholar. The selection
of these databases was based on their access to a broad range of peer-reviewed journal articles,
conference papers and systematic literature reviews and industrial studies in software engineering,
cyber security and DevSecOps.
This literature search was focused on literature covering integrating security into Software
Development Processes (SDPs), DevSecOps adoption, security and Shift-Left Security automation.
First priority was given to peer reviewed publications, however when the industrial reports and multi-
vocal literature reviews could give useful practical knowledge, they were incorporated.
3.2 Search String and Refinement
The search process was carried out with combinations of keywords linked with Boolean operators
to maximize the accuracy of the retrieval. The main keywords used were:
"Shift-Left Security"
"DevSecOps"
"Secure Software Development"
"Security Automation"
"Security Testing"
"Static Application Security Testing (SAST)"
"Dynamic Application Security Testing (DAST)"
"Interactive Application Security Testing (IAST)"
"Software Composition Analysis (SCA)"
"Continuous Integration"
"Continuous Deployment"
"CI/CD"
"Artificial Intelligence"
"Threat Modeling"
e "Security Requirements Engineering"
An example of the search query used is presented below:
("Shift-Left Security” OR "DevSecOps") AND ("Security Automation" OR SAST OR DAST OR IAST OR
SCA) AND ("CI/CD" OR "Continuous Integration" OR "Continuous Deployment")
The retrieved publications were subjected to several stages of filtering. Duplicate records were sorted
out and then the titles and abstracts were screened to exclude studies beyond the scope of the review.
The remaining papers were then subjected to full text analysis to identify their relevance to the goal of
this study.
Study selection was done in compliance with the Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA) 2020 guidelines to ensure a transparent and systematic study selection
process. The 60 records were found by searching databases in the first place. Duplicate records were
eliminated and the remaining studies were categorised using title, abstract and full text screening with
the predefined inclusion and exclusion criteria. Ultimately, 28 studies met the eligibility criteria and
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were included in the final systematic literature review. The detailed PRISMA 2020 flow diagram of the
selection process of the studies is presented in Figure 1. (Page et al., 2021).

Identification of studies via databases and registers J
Records removed before
5 screerning:
= Records identified fi . (Ell;uglg:?le records removed
u_g Eatﬁsﬁiﬁ?gn:?e}u ) Records marked as ineligible
& €9 by automation tools (n = 0)
= Records removed for other
reasons (n = 0)
¥
Records screened , Records excluded™
(n=52) (n=16)
v
Reports sought for retrieval Reports not retrieved
2 (n=36) | (n=0)
; b4
Reports assessed for eligibility
(n=36) — ™| Reports excluded:
Not focused on Shift-Left Securnty or DevSecOps (n = 3)
Did not meet the inclusion crteria (n = 2)
Insufficient empincal evidence (n = 2)
Full text unavailable (n = 1).
.
T Studies included in review
= (n=28)
S Reports of included studies
= (n=28)
e —

3.3 Inclusion Criteria
The following criteria were used to include studies:
e The study is on the topic of DevSecOps, Shift-Left Security, secure software development, or
security automation.
e It is a publication that contains empirical evidence, systematic reviews, mapping studies, case
studies, industrial experiences or methodological frameworks.
e The publication is in English language.
e Study must be published in a peer-reviewed journal, conference proceeding or a well-recognized
academic source.
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e The publication offers adequate methodological information and results are presented in a clear
manner.

e The study directly supports one or more of the research themes explored in this review.
Studies were excluded if they:
A cybersecurity solution limited to the traditional approach and not aligned to the software
development lifecycle. Did editorials, tutorials, presentation slides, posters or opinion papers lack a
research methodology? Lacked technical and/or methodological information. Did duplicate studies of
previously published articles. After the screening procedure, 28 studies met the inclusion criteria and
were included in a detailed analysis.
3.4 Study Selection
The study selection process consisted of four sequential stages. Relevant publications were identified
by the predefined search strings in a search of databases (first). Second, duplicate records were
eliminated. Third, titles and abstracts were screened to determine the relevance to the research goals.
Lastly, articles with full text were carefully screened to see if they met the inclusion and exclusion
criteria
The final cohort of 28 studies were grouped into five thematic areas based on the main focus of their
research:

1. DevSecOps Adoption and Artificial Intelligence Integration.

2. Shift-Left Security.

3. Organizational Challenges.

4. Security Requirements Engineering.

5. Security Automation Tools for Shift-Left Security.
This thematic classification allowed for a systematic comparison between studies and helped identify
current trends and existing practices, research gaps and possible directions in the future.
3.5 Quality Assessment
A quality assessment process of each study was carried out and the following measures were used to
assess the reliability of the selected literature:

e Appropriateness to the research objectives.

e Research Methodology is clear.

e Appropriateness of the data gathering and analysis techniques.
Results of reported findings that are valid and credible.
Support of Shift-Left Security and DevSecOps understanding.
Publication quality and peer review status.
Research with sound methodology and clear reporting and relevance to the topic was given
priority in the synthesis process.
3.6 Data Extraction Strategy
A structured data extraction approach was adopted to ensure consistency across all selected studies.
For each publication, the following information was extracted:
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Authors and publication year.
Research objective.
Research methodology.
Application domain.
Security practices or technologies investigated.
Tools and techniques employed.
Major findings.

o Reported challenges and limitations.

o Contribution to Shift-Left Security or DevSecOps implementation.
The obtained data were clearly tabulated and presented side by side to facilitate comparative analysis
and thematization of the data. The process helped to identify common patterns, emerging technologies,
trends in the existing literature and gaps in knowledge about Shift-Left Security and DevSecOps.
4. Advantages and disadvantages of Shift-Left Security
In recent software engineering, Shift-Left Security has become a popular solution to integrate security
problems in the initial stages of the Software Development Life Cycle (SDLC). Security activities get
closer to the requirements, the design and the implementation phase, which helps organizations
discover and fix any potential vulnerabilities before they become well-entrenched in software systems.
Although Shift-Left Security offers a number of advantages, there are some issues that organizations
need to address to ensure that Shift-Left Security can be successfully implemented (Malik & Prashasti
,2025), (Kaithe, 2025).
4.1 Advantages of Shift-Left Security
The ability to detect and address vulnerabilities early is one of the key advantages of the "Shift-Left
Security" approach in modern software engineering. Research confirms that security flaws identified in
early stages, such as requirements analysis, system design, or programming, are easier and significantly
less costly to fix (by a factor of up to 100) compared to vulnerabilities discovered during testing or after
the actual product deployment. This proactive intervention also reduces the complexity of software
fixes and significantly lowers the risk of security incidents in production environments, thereby
enhancing confidence in the final product (Dachepally ,2025). Another important benefit of Shift-Left
Security is the substantial decrease in both development and maintenance expenditures. Research
within software engineering confirms that the expense associated with remediating defects escalates
exponentially as the project moves from the design stage toward post-deployment maintenance.
Eliminating security issues at their source enables organizations to avoid the time and expense of the
frequent large-scale testing and emergency hotfixes and architectural redesigns. More than that, it is a
proactive approach that enhances software quality and system reliability by incorporating security
aspects from the beginning of the development process. In turn, security becomes ever more integral
part of the quality assurance process rather than an independent or stand-alone quality assurance test
at the end of the pipeline (Kaithe, B. K., 2025). Consequently, software applications are more resilient
to cyber threats and closer to conforming to the existing security rules. Moreover, it fosters ongoing
cooperation and responsibility between developers, ops, and security teams. It is a key component of
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DevSecOps and breaks down silos within organizations and contributes to building security awareness
across development teams (Manchana, 2024). One of the main benefits of the “left-shifted security”
approach is that it is naturally compatible with the Agile and DevOps frameworks. Using automated
security testing tools in CI/CD production lines allows for ongoing security testing without slowing
down development cycles. By allowing the technical integration, organizations can strike a balance
between speed of software delivery and effective security governance without compromising their
security and inhibiting their ability to innovate (Ardo et al., 2021). Furthermore, with this proactive
approach, the efforts towards security risks and regulatory compliance are also enhanced by ensuring
that security needs are systematically and extensively integrated into the Software Development
Lifecycle (SDLC). Besides, 24/7 security audit processes help organizations meet best practices and
legal obligations efficiently since they provide automated and auditable proof of the integrity of security
processes (Handri et al., 2024).

4.2 Disadvantages and Challenges of Shift-Left Security

While there are benefits to Shift Left Security, it does not come without its drawbacks. One of the
challenges is some particular experience in security is needed in the developers. Implementing them
successfully demands that the developer understands secure coding, threat modelling and security
testing techniques. An organisation may, at that point, have to spend quite a bit of money upon
preparing and talent creation. The other challenge is the cost of initial implementation and
organisational change. The introduction of security tools into the development process, process
redesign, and new security practices often involve significant investments in technology, people and
process change. With the greater implementation of automated security testing, there could be false
positives, which would be security tools that incorrectly detect a vulnerability that is not a threat. Too
many alerts can cause developers to become "alert fatigued" and diminish trust in automated security
systems. Additionally, the inclusion of several security instruments within complicated development
environments can add operational complexity. It's important to plan for and maintain the security
scanners and dependency analysis tools, as well as compliance checks and CI/CD tool integrations to
ensure they do not interfere with development workflows. Early security testing has another constraint
that it does not ensure the complete removal of vulnerabilities (Manchana, 2024). Some problems in
security can only be identified at runtime, under certain conditions, or by using some complex attack
techniques (Feio et al. 2024). The "Shift-Left Security”" strategy is not an alternative to traditional
security assessments, but rather an approach that is used in conjunction with traditional assessments
so that early activities can be combined with activities like penetration testing and continuous
monitoring in production environments to ensure comprehensive security coverage. But, cultural
barriers can be a major obstacle in transitioning to this shift and research indicates that the most
frequent and frequent barrier to DevSecOps transitions is cultural resistance. Traditional teams are
typically known to think that security and its related operations are “bottlenecks” or an added burden
in a software delivery system and that is slowing down the speed of release. Strategically, it is important
to create a culture in the organisation based on security, whereby all teams will be responsible, and to
have high level commitment from the senior leaders who would resist and accept that responsibility
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(Feio et al. 2024). Finally, Shift-Left Security benefits greatly in terms of the early detection of
vulnerabilities, cost reduction, software quality and modern program development. However, its
implementation should go along with organization commitment, adequate tools, competent staff, and
organization of shared responsibility for security (Handri et al., 2024).

5. Discussion and Future Outlook

This detailed review reveals a shifting (but still divided) landscape of implementation of shift left
security. An analysis of 28 studies reveals good agreement that early incorporation of security activities
in the SDLC results in concrete paybacks on software QA, cost savings and vulnerability mitigation. The
Shift-Left is economically well motivated as the costs of patching vulnerabilities at a point in time after
deployment can be 100 times what it costs to do so at design time because of the exponential escalation
of costs. In the Agile and DevOps culture, automated security testing can be a key component of the
CI/CD pipeline, ensuring that security is always considered.

5.1 Synthesis of Thematic Findings

Five thematic classes enable the identification of research streams, which are different, but also
overlapping. Research on DevSecOps adoption and the shift towards Artificial Intelligence shows that
although Al is widely recognized as a promising enabler of security automation, anomaly detection, and
intelligent decision-making, its actual application is hindered by scalability concerns, computational
requirements, and the availability and quality of training data. As Al becomes the most common
supporting technology in DevSecOps tool ecosystems, there is still a way to go before it is fully
developed in terms of standardized AI-driven security frameworks.

All the articles in the Shift-Left Security category are focused on proactive security measures: threat
modelling, secure coding and early detection of vulnerabilities. But, the empirical research by Gonzalez
et al. (2021) and Rajapakse et al. (2021, 2022b) have identified a number of tensions, including the
“pain points,” developers experience in implementing automated security unit testing. The results point
to the need for a significant improvement in developer experience and usability of security tools, in
addition to the use of tooling.

5.2 Organizational and Cultural Dimensions

Of all the barriers that have been pointed out in several of the studies, the one that might be the most
important is not technical, but cultural. The analysis of organizational challenges shows that the main
challenges are cultural resistance, lack of security awareness and weak accountability models. This
corroborates the findings of Schelehoff (2025) and Malik & Prashasti (2025), which reveal cultural
barriers as the topmost challenges, outpacing technical and regulatory challenges. The shift from
narrow security forces to a shared-responsibility approach has completely turned the tide on security
organizations and needs continuous executive sponsorship. As mentioned by Nagele et al. (2023), there
is no resolution on the conflict between the centralized security governance and agile team autonomy
in large-scale agile environments.

20| Page



The Peerian Journal

Open Access | Peer Reviewed

Volume 58 September 2026 ISSN (E): 2788-0303
Website: www.peerianjournal.com Email: editor@peerianjournal.com

5.3 Tooling and Automation Maturity

The analysis of security automation tools shows that the security automation tools and security
automation for security vulnerabilities (SAST and SCA) are well developed and adopted tools, including
SonarQube, Checkmarx, Snyk, and OWASP Dependency-Check, have been in use for long. DAST and
especially IAST are not as integrated into the standard CI/CD flows, often because they are more
complex to operate, take longer to run, and lack of mature open-source IAST solutions. The high
number of false-positive alerts from SAST tools is causing "alert fatigue,” which is detrimental to
developer trust and may be missing the critical vulnerabilities in the code.

5.4 Research Gaps and Limitations

There are a number of important gaps, even with the new literature. However, there is a clear lack of
consistent frameworks and architectures available that organizations can follow to systematically
integrate Shift-Left Security in a wide range of technology stacks. Second, there are few studies that
have adopted a longitudinal design to measure ROI of DevSecOps practices and the majority of the
existing studies are based on a cross-sectional design or qualitative interviews. Third, the intersection
of Al-generated code (such as GitHub Copilot, ChatGPT) and Shift-Left Security is almost untapped
and has not been examined to determine how automated security testing applies to machine-generated
code, which may have new types of vulnerabilities. Fourth, there is a lack of studies for Small and
Medium Enterprises (SMEs) and resource-constrained development contexts, while studies focus
mainly on enterprise and large scale environments.

5.5 Future Research Directions
The following are areas that should be considered for future research:

1. The standardisation of Shift-Left Frameworks: the creation of domain-specific reference
architectures and maturity models for the implementation of Shift-Left Security in various
organisational contexts with prescriptive guidance.

2. AI-Augmented Security Automation: Explore how machine learning is used to minimize
false positives in SAST/DAST tools, prioritize vulnerabilities intelligently and automate security
patching in CI/CD pipelines.

3. Developer-Centric Security Tooling: This involved human-computer interaction research
aimed at making security tools easier to use, reducing the cognitive load, and embedding security
feedback into integrated development environments (IDEs).

4. Economic and Longitudinal Impact Studies: Quantitative longitudinal studies that
capture the total cost of ownership, productivity impacts, and security posture gains with
extended DevSecOps adoption durations.

5. Supply Chain Security Integration: Extending the Shift-Left principles to software supply
chains, including automated generation of the Software Bill of Materials (SBOM) and regular
monitoring of third-party software and open-source code dependencies, and the containerized
environment.
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6. 6. Cultural Transformation Metrics: Creating standardized tools to quantify and assess
security culture, shared responsibility adoption, and organizational readiness to implement
DevSecOps transitions.

6. Conclusion

This systematic review aims to take an overall picture of Shift-Left Security in the software development
and has summarized the current status of 28 studies grouped into five thematic domains. The evidence
is fairly clear that, in fact, shifting security activities to earlier stages of the SDLC is a paradigm shift
from best responding to “test once” in the late stages of the SDLC, to "engineering security" all the time.
Security testing tools like SAST, DAST, IAST and SCA can be integrated into CI/CD pipelines, enabling
organizations to continue development without disruption and ensure they identify and remediate
security vulnerabilities in a systematic and proactive way.

As a result of these findings, Shift-Left Security is showing great benefit in metrics including reduced
remediation costs, improved software quality and reliability, greater software regulatory compliance
and enhanced integration with Agile and DevOps methods and tools. DevSecOps becomes “shared
responsibility,” eliminating silos between Dev, Ops and Sec.

It also points out persistent challenges to widespread adoption of these technology power races.
However, culture and security awareness among the development teams are the strongest barriers to
cross-cultural collaboration, and this involves strong commitment from the leaders and continued
organizational learning. Multiple implementation of security solutions, false positives and less security
knowledge among developer heighten implementation difficulties. In addition, there is no standard
literature available about the long-term economic outcomes, and very little empirical evidence do exist
regarding long-term economic outcomes.

Practitioners should be aware that it is important that they pursue a holistic approach which embraces
both technology and human support — such as training developers, selecting appropriate technology
that is accessible to users, fostering collaboration between departments and securing leadership’s
assistance. The study provides interesting possibilities for future research focused on Al in security
automation, architectural standardized approaches to Shift-Left and more long-term research on the
impact of DevSecOps practices.

Shift-Left Security is not only a different way to approach software security, thinking, building and
maintaining it, but it's a different way to approach software. There needs to be a synergic gathering of
automated tools, transformation of culture and ongoing learning to create a cyber resilient software
system that can adapt to the evolving threatscape.
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